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What is the default subnet mask for a Class C IP address?

A 255.00.D B 255.255.00 _. € 2552552550 | '@ 255255.255.255

B STRATEGY BOX:
Class C default mask is 255.255.255.0. Remember: Class A = 255.0.0.0, Class B = 255.255.0.0, Class € = 255.255.255.0.

v Correct Answer: C. 255.255.255.0

Which port is used by HTTP?

A 2 | ® 2 | © e

B STRATEGY BOX:

HTTP uses port 80. HTTPS uses 443. Comman ports are frequently tested in networking exams,

+ Carrect Answer: C. 80

Which command tests connectivity between two hosts?

A ipconfig | B ping | '€ tracert | D netstat

B STRATEGY BOX:

Ping uses ICMP echo requests to test connectivity. If you get a reply, the host is reachable

+ Correct Answer: B. ping

What is the CIDR notation for subnet mask 255.255.255.0?

A /16 | & r2a | @ | & 32

[ STRATEGY BOM:
255.255.255.0 has 24 network bits (8+8+8). CIDR notation is /24,

v Correct Answer: B. /24



Which port is used for HTTPS?

(@ e [ @ a0 | @ 2 ‘nas

B STRATEGY BOX:
HTTPS (HTTP Secure) uses port 443 with SSL/TLS encryption. HTTP uses port 80,

+ Correct Answer: B. 443

What does tracert primarily show?

A DNS records B Route path to € MAC addresses D Port status
destination

[ STRATEGY BOX:

Tracert (traceroute) shaws each hop (router) between scurce and destinatian.

v Correct Answer: B. Route path to destination

Which port is used for SSH?

lnzz ﬂ:nza |:c110 !5443

B STRATEGY BOX:

S5H (Secure Shell) uses port 22 for encryptad remote access. Telnet (port 23) is unencrypted.

+ Carrect Answer: A, 22

What is the broadcast address of 192.168.1.0/247

[ A 192.168.1.1 q B 152.168.1.255 l € 192.168.1.254 ' D 152.168.0.255

@ STRATEGY BOX:
ina /24 networic, the broadcast address is the last IP: network address .0, broadcast .255.

+ Correct Answer: B. 192.168.1.255

Which tool displays the IP configuration?

( A ping d B tracert I € ipconfig 1 D nslockup

B STRATEGY BOX:

ipconfig (Windows) or ifconfig (Linux) shows IP address. subnet mask, default gateway.



+ Correct Answer: C. ipconfig

Which port is used for FTP?

lnzom » > !czs ‘ns3

B STRATEGY BOX:

FTP uses port 21 for control commands and port 20 for active data transfer.

+ Correct Answer: A. 20/21

What is the network address of 192.168.10.25/24?

i A 192.168.100 q B 192.168.10.255 € 192168.1.0 1 D 192168.10.1

[ STRATEGY BON:
For /24, the network address is the first IP: 192,168.10.0. Host bits are all zeros.

v Correct Answer: A. 192.168.10.0

Which protocol uses port 537

[ K HTTP u B DNS £ FIP i D SMTP

B STRATEGY BOX:

DNS (Domain Mame System) uses port 52 for resolving domain names to |P addresses.

+ Correct Answer: B. DNS

What does nslookup do?

[ A Tests parts u B Resclves DNS names [ € Traces route l 0 Maonitors bandwidth

[ STRATEGY BOX:

nzlockup queries DNS servers to resolve domain names or find IP addresses,

v Correct Answer: B. Resclves DNS names

Which port is used for SMTP?

‘A‘HCI 6.525 '.l:443 1053



B STRATEGY BOX:
SMTF (Simple Mail Transfer Frotocol] usas port 25 for sanding emails.

« Correct Answer: B. 25

What is the usable host range in a /30 network?
i A 2 B 4 [ € b

[ STRATEGY BOX:

/30 gives 4 total IPs. Subtract network and broadcast = 2 usable host IPs. Used for point-to-point links.

+ Correct Answer: A. 2

Which port is used for Telnet?

(@@ 2 | & 2 (® e

B STRATEGY BOX:

Telnat uses port 23 It is insecurs because it sands data in plain text. S5H (port 22] is prefarrad.

« Correct Answer: B 23

What does netstat display?

( A Network connections E B IPconfig € DNS records

B STRATEGY BOX:

netstat shows active TCP/UDP connections, listening peorts, and network statistics.

+ Correct A AL N k connecti

What is the subnet mask for /267

( K 255.255.255,192 ﬂ B 255.255.255.128 i € 255.255.255.294
B STRATEGY BOX:

J26 means 26 network bits = 255.255.255.192 (since 192 = 11000000 in binary).

v Correct Answer: A, 255.255.255.192

Which port is used for POP37

[n443

1 D Routing tables

' D 255.255.255.240



[AZS qB‘HO £ 143 10443

B STRATEGY BOX:

POP3 (Post Office Protocel version 3} uses port 110 for downloading emails from server.

v Correct Answer: B. 110

What does ping use to test connectivity?

( A TCP d B UDP € ICMP i D ARP

B STRATEGY EOM:
Ping uses ICMP (Internet Control Message Protocol) Echo Request and Echo Reply,

v Correct Answer: C. ICMP

What is the first usable IP in 192.168.1.0/247?

l A 182.1681.0 ﬂ B 192.168.1.1 i € 192.1681.254 ' D 192.168.1.255

@ STRATEGY BOX:
Metwork address (.0 is not usable. First usable host is.1, last usable is .254, broadcast is .255.

+ Correct Answer: B. 192.168.1.1

Which port is used for IMAP?

lnﬂu | & 123 (czs insa

M STRATEGY BOX:

IMAP (Internet Message Access Frotocol) uses port 143, It allows email management on server,

+ Correct Answer: B. 143

What is the loopback IP address?

[ A 192.168.1.1 B 127.001 c 10001 l D 0000
@ STRATEGY BOX:

127.0.0.1 is the loopback addrass. It tests TCP/IP stack locally without network hardware,

+ Correct Answer: B. 127.0.0.1



Which tool helps identify DNS issues?

[ A fracert [ B nslookup [ £ ping
B STRATEGY BOX:

nzlockup specifically queries DNS servers to test name resolution problems,

v Correct Answer: B. nslookup

What is the last usable P in 192.168.1.0/247

( A 192.168.1.254 [ B 1S82.168.1.255 l € 192.168.1.253

B STRATEGY BOX:
In /24, broadcast is.255. Last usable host 15 254 (one less than broadcast).

+/ Correct Answer: A. 192.168.1.254

Which port is used for HTTPS secure communication?
[ A 21 l B 22 ' c =0
B STRATEGY BOX:

HTTPS uses port 443 with 55L/TLS encryption. HTTF uses port B0 without encryption.

v Correct Answer: D. 443

What does tracert help diagnose?

( A Packet loss path ! B |Pconfig ‘ € Port numbers

B STRATEGY BOX:

tracert shows 2ach hop's response time, helping identify where packet loss or delay occurs.

+ Correct Answer: A Packet Inss path

What is the subnet mask for /257

[ A 255.255.255.0 ' B 255.255.255.128 [ £ 255.255255.192

B STRATEGY BOX:
/25 = 255.255.255.128 (128 = 10000000 binary). Gives 128 IPs per subnet.

+ Correct Answer: B. 255.255.255.128

l D netsiat

! D 192.168.1.1

‘ D MAC table

‘ D 255.255.255.224



Which port is used for DNS queries?

A B0 | ‘B 53 c 22 D 110
B STRATEGY BOX:
DMS uszes port 53 for both TCF and UDP. UDF is used for small queries, TCF for zone transfers.
+ Correct Answer: B.53
Which command shows the path packets take?
A ping B netstat | ‘€ tracernt D ipconfig

M STRATEGY EOX:

tracert {traceroute) shows each router hop. ping only tests connectivity without showing path.

+ Correct Answer: C. tracert




